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CHAPTER-1

INTRODUCTION TO
CISCO ISE

An overview of Cisco Identity Services Engine (ISE)
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INTRODUCTION

AN OVERVIEW OF
CISCO IDENTITY SERVICES ENGINE (ISE)

> Understanding the Cisco Identity Services Engine (ISE).
2> What you need for your ISE deployment

>> ISE Deployment Options

2> Profiling

2> Cisco ISE Integration

Identity Services Engine (ISE)
k
* Next generation Network Admission Control (NAC)

Authentication Server st P _~_Endpoint Profiler
: | Posture Assessment
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SEGMENTATION
AND ZERO TRUST



SECURE ZERO TRUST

A comprehensive approach to securing all access across your people,
applications, and environments.

“’ Workforce

Ensure only the right users
and secure devices can
access applications.

Workplace

Secure all user and device
connections aqcross your
network, including IoT.

Workloads

Secure all connections
within your apps, across
multi-cloud.
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THE FOUNDATIONS OF ZERO TRUST

Grant the right level of
network access to
users across domains

VISIBILITY

. | Shrink zones of trust
N N4 and grant  access
S— based on least privilege

SEGMENTATIO

- Automate containment

| of infected endpoints

~and revoke network
access

CONTAINMENT




WHY WORKPLACE IN CISCO’S ZERO-TRUST?

Visibility and control doesn't stop at the end user

THREATS

ZERO TRUST SOLUTION

Unauthorized endpoints or devices
with  unhygienic posture can
disrupt productivity

No network access until endpoint
trust is evaluated (authenticate
and evaluate system health)

Noncritical assets with unrestricted
access can make the entire
infrastructure vulnerable

Provide confined access to
essential services through macro
and micro-segmentation

Compromised endpoints can
infect other assets in the network
through lateral movements

Continuously evaluate trust and
apply adaptive controls to isolate
threats in the real-time
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INTRODUCING ISE



LEAST PRIVILEGE ACCESS

EXPECTATION

Employees Building Management

Contractors '
[ — [ Printers )
1 " |

VS. REALITY

1 1278
5 3
ﬂ‘g
n
W

| Network Resources |

= accend ne’twdcg?ks®

Employees

—
.




HOW IDENTITY SERVICES ENGINE
ENFORCES ZERO TRUST

Connecting trusted users and endpoints with trusted resources

Endpoint Request Access Trust continually verified

«Continually  monitors and  verifies

*Endpoint is identified and trust is endpoint trust level

established
*Vulnerability assessments to identify
-Posture of endpoint verified to meet indicators of compromise

compliance

«Automatically Updates access policy

o
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@ Cisco ISE
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Endpoint classified, and Endpoint authorized access
profiled into groups based on least privilege
-Endpoints are tagged x/SGTs *Access granted
Policy applied to profiled groups based *Network segmentation achieved
on least privilege
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ISE PROVIDES ZERO TRUST
FOR THE WORKPLACE

Enterprise Security

Endpoints Network Devices Cisco ISE ldentity Services Security Services
« Users *  Switches * Standalone ISE *  Azure/AD/LDAP *  Cloud Analytics
* Devices * WLCs/APs *  Multi-node ISE * MDM * SecureFirewall

u y «  SAML/MFA *  Partners
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CONTEXT BUILD, SUMMARIZE, EXCHANGE

VISIBILITY AND ACCESS CONTROL

ISE builds context and applies access control restrictions to users and devices

:,;« Threat Intelligence 9 Mobility Services Engine

Ly System managers 3 Mabile Device Managers ; Who
l.I.\. Directory Services Q Vulnerability Scanners _D_ What
¥D) When
= How pxGrid
i REST API
+" Posture
— = i Threat
’A\ ¥) Vulnerability
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@ . Scalable Group
Endpoints
CONTEXT REUSE

by eco-system partners for analysis & control

e Secure Network Analytics
duili- Secure Firewall
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