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CHAPTER-1

802.1x Auth/AuthZ
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CISCO IDENTITY SERVICES ENGINE (ISE)

Delivers Network Access Control (NAC)

Cisco ISE

*RADIUS Server
*TACACS+ Server
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(OR NETWORK ACCESS DEVICES = NAD)

e Ethernet Switches e

e Wireless Controllers
e Access Points

e VPN Gateways %

Network Access by

Cisco ISE

Network Devices
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USERS AND ENDPOINTS

WITH VALID CREDENTIALS, ENDPOINTS
GET CONTROLLED ACCESS

Users

IP Phones

Printers

Camera %
e Things )

e and more @

Cisco ISE

Network Access for

Endpoints
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CREDENTIALS

Certificates

@ Cisco ISE
(63558 Token / OTP @ ______
265

Identify Endpoints by

Credentials
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AUTHENTICATION

— ' p— _
— || Certificates | 1388 -

g—

WRERIR01-02-03 MAC-ID >~ _MAC AUTH

@& Passwords % -~ WebAUTH

Q=354 Token / OTP @

Credentials passed to ISE by

Authentication

You tell ISE who you are
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AUTHORIZATION

e Permit Access
—_— | — |
— || Certificates ggg S e Deny Access
8= L o Limited (VLAN,

e ACL, etc.)
010203 MAC-ID ?

Cisco ISE

Authentication results in

Authorization

ISE tells network, your level of access
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SESSIONS AND SESSION-ID (IDENTIFIER)

SESSION AWARE NETWORKING

A01

||__ | Certificates
®
SEP7945
(IR 010203 MAC-ID ? 2
Camera
9 Bob
@a Passwords M B02
Lol Alice

Track endpoint’s network association by

Session-ID
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SOMETHINGS ALREADY EXIST

A typical environment already has a bunch of services which ISE can leverage
by integrating seamlessly

iDP
Pingldentiy,
SecureAuth,etc MDM

Mobilelron,
Airwatch, etc

Active Directory
Domain Controller

rganizational Units Database servers
Users, Groups, Machines Users, Groups, Assets
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IDENTITY STORE INTEGRATIONS

Cisco ISE

Validate Endpoints via

il |dentity Services Engine Home

» System  ~ldentity Management = » Network

» Identites  Groups  External |dentity Sources

External Identity
Sources

External Identity Sources

A v = e
» [ Certificate Authentication Profile

__| Active Directory

£ LDAP

£ oDBC

|| RADIUS Token

| RSA SecurlD

.| SAML Id Providers
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WHAT MAKES UP AN ISE DEPLOYMENT?

S

e Cisco ISE
(2
K6
Users - Switches - Standalone ISE - AD/LDAP
Devices - WLCs/Aps - Multi-node ISE - MDM
Things VPN gateways VM/Appliance - Security services

Endpoints Network Devices Cisco ISE External Services
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2. CI1SCO ISE
PROFILING SERVICES



ENDPOINT VISIBILITY BASED ON CONTEXT
CISCO IDENTITY SERVICES ENGINE (ISE)

Identity Profiling Role-based policy BENEINe(3
and Posture access Resources

O Who Traditional

@ Where
Role-based
Access

DEVICE SENSOR

ISE data collection methods for Device profiling

Context information allows
implementation of the
Principle of Least Privilege
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VISIBILITY DATA SOURCES

ACTIVE PROBES

ANYCONNECT ISE data collection methods for Device profiling

Endpoints send
interesting data,
that reveal their
device identity

¢

Feed Service
Ciscd ISE (Online/Offline)

Profiler Policy

Il CDP:Platform Name = Cisco IP Phone ERCCRYEN Cisco-IP-Phone

Authorization Policy

Ul Endpoint ID Group = Cisco-IP-Phone = true, then

AnyConnect Identity Extensions (ACIDex) | Device Sensor (DS)

= accend netw@t)‘ksﬁ) m



VISIBILITY DATA SOURCES

Endpoints send
interesting data,
that reveal their

4

device identity _ e Feed Service
s Ciscd IS (Online/Offline)
L MAC Address IPv4 Address Usemame  Hostname Endpoint Profile
= MAC Address IPv4 Address Usermame Hostname Endpoint Profile
] 00:22:BD:D3:5B:2F 10.34.75.13 Clsco-IP-Camera
B 00:02:4B:CC:D6:63 10.35.68.203 Cisco-IP-Phane
] 5C:F9:38:AA:1F:90 10.32.2.127 jim Jim-Air Apple-MacBook
] 30:46:9A:2E:C3:F0 10.86.98.138 host/ALICE win7pc Microsoft-Workstation

AnyConnect Identity Extensions (ACIDex) | Device Sensor (DS)
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SHARING INDUSTRIAL ASSET WITH ISE
RECOMMENDED PROFILING PROBES

DEVICE SENSOR

ANYCONNECT
ExtemalToos  (CRXETD ISE data collection methods for Device profiling

Industrial Asset
Network Management
for OT users

PROFINET |, Modbus

/ cP ... \
A

I

By T =

Asset |dentity

e Cisco ISE This is a...

* CompactLogix Controller...
_ , (O | * Manufactured by Rockwell
AssetDeviceType Automation ...
AssetlD
AssetName
AssetVendor * Running firmware xxx ...
AssetSerialNumber « Speaks CIP industrial
AssetProductiD
AssetProtocol protocol ...
AssetHwRevision » Attached to switch xxx ...
AssetSwRevision

« With serial number xxx ...

« andititisin Cell-1 in the

Austin Plant.






