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CHAPTER 
ONE

Day 0 Stage is all about planning and choosing the correct Palo Alto Networks Firewalls for your network.  
When choosing the correct firewall size, make sure you plan for five to seven/ten years ahead for scaling and 
ensure there are enough interfaces to support your environment, along with budget.
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Day 0 Stage
Planning Phase
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Prior to deploying the Palo Alto Networks 
firewalls, one must decide on which model 
to select.  Palo Alto Networks firewalls have 
different versions of the physical and virtual 
models, depending on the requirement.

Below are some different Palo Alto 
Networks Next-General firewalls to choose 
from (both physical appliances and 
virtualized firewalls):

• PA-5410:   
     App-ID firewall throughput                     43.5 Gps
      Threat prevention throughput             26.7 Ggps
      Connections per second.                           270,000
      Max sessions (IPv4 or IPv6).                   3,600,000

• PA-3410:
      App-ID firewall throughput                           11 Gps
      Threat prevention throughput                  5.6 Ggps
      Connections per second                               145,000
       Max sessions (IPv4 or IPv6)                      1,400,000           

• PA-850:
 App-ID firewall throughput                          1.9 Gps
       Threat prevention throughput                     1 Ggps
       Connections per second                                  13,100
       Max sessions (IPv4 or IPv6)                           192,000           

•  PA-220:   
     App-ID firewall throughput                     535 Mbps
      Threat prevention throughput               320 Mbps 
      Connections per second.                                 4,200
      Max sessions (IPv4 or IPv6).                          64,000

• VM-Series (2 vCPU, 4.5 GB)
      App-ID firewall throughput                           3 Gps
      Threat prevention throughput                  1.5 Gbps
      Connections per second                                  3,000
       Max sessions (IPv4 or IPv6)                           50,000           

• VM-Series (4 vCPU, 9GB)
 App-ID firewall throughput                           6 Gps
       Threat prevention throughput                   3 Ggps
       Connections per second                               30,000
       Max sessions (IPv4 or IPv6)                          819,200

Besides the App-ID, Threat, Connections per second 
and Max sessions, other critical factors are below:

• Interfaces Type (SFP/SFP+, Copper)
• Interfaces Throughput   
 (1000/10Gbps/40Gbps, 100Gbps)
• Number of Interfaces
• Number of IPSec VPN Peers Supported
• Number of GlobalProtect Client/Clientless 

VPN Supported

See the following URL for more details and other 
platforms available:

https://www.paloaltonetworks.com/products/produc
t-selection.html

           

ACCEND NETWORKS

https://www.paloaltonetworks.com/products/product-selection.html
https://www.paloaltonetworks.com/products/product-selection.html


Initial Configuration, License Registration, Software 
Update, Base Firewalls and NAT Rules

After procuring your Palo Alto Networks firewalls, 
some initial configuration needs to be done prior to 
deploying it into production.

The steps required for Day 1 phase are below:

• License Registration
• Software Update and Dynamic Content Updates
• Interfaces (Type, Speed, and Quantity)
• Security and NAT Policies
• Wildfire, URL Filtering, and App-ID
• VPN (Global Protect and Site-to-Site VPN)
• Other Advanced Features:
          High Availability (HA)
          VSYS
          HIPS Profile
           
        

 

Day 1 Stage
Initial Configuration
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License Registration:

  License activation can be achieved through several 
methods and the two methods commonly used are:

• Activate feature using authorization code
• Manually upload license key

You should have device serial number ready when 
activating the license and have access to the 
Customer Support Portal.

See the following details steps on how to activate 
the license:

How to Activate Authorization Codes (Auth Codes)
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Software Update:

After license is registered, you should check the 
software update for the latest software available.  It 
is recommended to not deviate for more than six 
months from when the software is released and also, 
you should wait at least three months after a 
software release is available to ensure there is no 
software bugs and for it to stabilize.

You can check for new software update available by 
going to Device – Software – Check Now (in the 
lower left hand corner).  Once you find the software 
release that you want to download, you must first 
download it and then install it.  It is also 
recommended to review the PAN-OS Release Notes 
of the version you’re downloading to for any known 
caveats prior to installing it.  

Dynamic Content Updates:

You should also check for any dynamic content 
updates available for your subscriptions by going to 
Device -> Dynamic Updates.

See the following URL for more details:

Dynamic Content Updates

        

 

Day 1 Stage (contd)
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Interfaces Options:

You should plan ahead what type of interfaces you 
will require for your network, whether it is 1G, 10G or 
40G+ SFP/SFP+ or copper connection and how 
many.   

Palo Alto Networks will support third-party SFP 
modules but it is always a good idea to test the SFP 
module first prior to your cutover to ensure there is 
no connectivity issue.

Below are some links related to SFP Modules that 
may be useable:

How to view SFP SFP+ or QSFP module transceiver 
details

Key Specifications for Palo Alto Networks Interfaces 
and Transceivers

Other interfaces options to consider are:

Layer 2, Layer 3, Trunking, and link aggregation.

Also make sure you have the correct cable type to 
connect to the other end, be it the network switch 
downstream or upstream etc.
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Security Policies:

By default, all traffic is blocked from going inbound 
and outbound.  And there are two default security 
rules and they are:

intrazone-default:  Allows all traffic within the same 
zone

Interzone-default:  Blocks all traffic between 
different zones

For a basic outbound interface traffic for all users on 
the internal network, we will need to create a NAT  
policy and a security policy.  The NAT policy just 
creates the necessary translation that is needed 
from the internal to the external network.  The 
security policy actually allows you to access the 
internet.

        

 

Day 1 Stage (contd)
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NAT Policy for Outbound Internet:

We will assume that two zones have already been 
created:  the trust and untrust zone.  We will NAT the 
traffic to the outside interface of ethernet1/1.

Go to Policies, NAT, Add and create the NAT policy as 
shown below:
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Day 1 Stage (contd)
Initial Configuration
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Security policy for outbound Internet access:

Go to Policies -> Security-> Add, and create the Security Policy Rule as shown below:

NAT Policy for Outbound Internet:

The result will look like below:
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Day 1 Stage (contd)
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Security policy for outbound Internet access (contd):
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Day 1 Stage (contd)
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Security policy for outbound Internet access (contd):
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Fun Facts
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Contact Us Today!
For any questions , custom training, or if you need assistance with your 

current Palo Alto Networks Firewall and Panorama deployment, feel free 
to contact us below:

We offer efficient and advanced network security consulting services.

www.accendnetworks.com

Paula Wong, CEO & Founder/ CCIE #13062, PNCSE,
C-7 #1086962, PNCSE 10

Email: paula@accendnetworks.com

Phone: 408-784-2345 Local / 855-8ACCEND (822-2363)
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