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Secure Uploads and Downloads in S3

Secure File Uploads and Downloads in S3 Using
Presigned URLs

S3 presigned URL

amazon

Amazon Simple Storage Service (S3) is a highly scalable object storage service used for storing and retrieving large amounts of data.
While S3 provides a straightforward way to manage files, ensuring secure access to these files is crucial. One effective method to securely
upload and download files from S3 is by using presigned URLs. This article delves into what presigned URLs are, how they work, and a
hands-on demo.

S3 Presigned URL

Presigned URLs are URLs that provide temporary access to objects in S3 without requiring AWS credentials directly from the user. When
you create a presigned URL, you essentially generate a URL that includes a signature, allowing anyone with the URL to perform specific
actions (like upload or download) on the specified S3 object within a limited time frame.

When you create an S3 bucket, it is private by default, and it is up to you to change this setting based on your needs. If you want a user to
upload or download files in a private bucket without making the bucket public or requiring AWS credentials or IAM permissions, you can
create a presigned URL.

Presigned URLs work even if the bucket is public, but the main purpose of presigned URLS is to help you keep objects private while allowing
limited and controlled access when necessary.

Requirements for Generating Presigned URLS
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A presigned URL must be generated by an AWS user or an AWS application that has access to the bucket and the object in the bucket at
the time of creation. When a user makes an HTTP call with the presigned URL, AWS processes the request as if it was performed by the
entity that generated the presigned URL.

Usage and Expiration

Presigned URLs can be shared with temporarily authorized users to allow them to download or upload objects. They can only be used for
the method specified when generating the URL. For example, a GET-presigned URL cannot be used for a PUT operation.

There is no default limit on the number of times a presigned URL can be used until it expires.

Get with Object URL

Get with Presigned URL

Get presigned URLs

A GET-presigned URL can be used directly in a browser or integrated into an application or webpage to download an object from an S3
bucket. It can be generated using the AWS Management Console, AWS CLI, or AWS SDK.
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Private 53 bucket
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In the following, | will demonstrate how to generate a GET-presigned URL using the AWS Management Console.

Generating Get presigned URL with the console

Log in to the management console, in the search box, type s3 then select s3 under services.
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In the s3 Ul select Create Bucket.

General purpose buckets

In the create bucket U, select a unique name for your bucket then Scroll down.
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Create bucket

Create bucket

Buckets are opntalnérs for data stored in 53

General configuration

AYWS Heglon

LS East (M. Virginia) us-east-1
Bucket type

& General purpose

Bucket name

demos3-presigned-url-1223

{u:m',' settings Inom existing bucket - opiaonal

Choose bucket

Make sure all public access is blocked.
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Object Ownership

Lonirol Sremerahin of

® ACLs disabled (recommended) ACLs enabled

Bucket owner enforced

Block Public Access settings for this bucket
Public access b granted to buckets and objects throogh acteds o

' Hlock all public access

Block public actess to buckets and objects granted through new actess control Lists [ACLs)

Block public acoess to buckets and objects granted through any access control lists [ACLs)

Block public access to buckets and objects granted through Aow public bucket or access polnt policies

Block public and cross-account access to buckets and objects through any public bucket or access point
policlies

We will leave the remaining settings as default, then scroll down and click Create Bucket.
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Bucket Versioning
Verslonlng 5 a means of beeping multiple varlants of an object I the same bucket. You Can use versioning to phetenve, retriese, and restone
n both unintendad

and application Tallures

Bucket Versioning
® Disable

Enable

Tags - optional (0)

Wou can use biscket tags (o track storage costs and organize buckets.

Mo tags associated with this bucket

Add tag

Default encryption i

Sener-side enoryplion B automatically applied 1o new objects storad in this B ket

Encryption type W
& Server-side encryption with Amazon 53 managed keys (SSE-53)
Server-side encryption with AWS Key Management Service keys [55E-KMS)
Dusal-layer server-side encryplion with AWS Key Management Service keys (DSSE-KMS)
’ f i DSSE-KMS pricine

r=

=

Bucket Key

Disabie

® Enable
» Advanced settings

(i) After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket

settings
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Our s3 bucket has been successfully created.

& Successtully created bucket "demos3-presigned-uri-1223"
To upload files and folders, or to configure additional bucket settings, choose View details.

Select your bucket then select upload.

demosS-presigned-url=1225

Fragaiiie i . Har=a

il W Crunln "midwy

In the upload U, select add files

Upload .

Add the files and folders you want to upload to 53. To upload a file larger than 16068, use the AWS CLI, AWS SDK or Amazon
53 REST AaMl [}

Drag and drop files and tolders you want to upload here, or choose Add files or Add folder.

Files and folders (0) Add files Add folder

Mo files or folders

You have not chosen any Nles or folders 1o upload

Select your file then click Upload.
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Add the files and folders you want to upload to 53. To upload a file larger than 16068, wse the AWS CLL AWS 5DE or Amazon

53 REST API [

Drag and drop files and folders you want to upload here, or choose Add files or Add folder.

Files and folders (1 Total, 6.8 KB Add flles Add folder

&5 and fotders in this table willl b wpd

MNome

image 1E 2]

Destination |

Lestination

¢ Destination detalls

Buckel settings that impact new objechs stored

F Permissions
Grant public acoEss and 3o0ess to athe

F Properties

Speicily stofage class, end

) Upload succeeded
Wiew detads bedow,

Once our object has been successfully uploaded, remember our bucket is private since we blocked all public access.

Click the object you uploaded select the object URL then paste it into your Favorite browser.
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This was expected, we could not access our object since our bucket is private. We will now leverage the s3 presigned URL to securely
access our object without making our bucket public.

2 e J-presigned-url-122 151 amazonawi.oom/ | mage 1. jpeg

This XML file does not appear to have any style informatlon associated with it. The docoment tree ks shown below,

ap L CSHVeGMapall= hNRGEBNcTTORuf I WY aaZ iC YL I b2bY + G LA rHas t T

Still, in the object U, select the drop-down object action. Then select Share with the presigned URL.

imagel.jpeg e T i I —— Open [ || Object sctlom &

Do

Object overview

For time interval until the URL expires can be minutes to several hours, for this demo | will only give it 2 minutes. So, select minutes then
for number of minutes, select two then click Create presigned URL.
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